Two-Phase CMS Signing (E084)

The private key signs the CMS signed attributes only. It never receives the document, and the document side
never loads a key. The field uses the PAJES-BASELINE-B sub-filter / ETSI . CAJES. det ached.

Workflow

1. Reserve the placeholder
si gnature()->external ()->configure() withempty si gncert and pri vkey, plus
appear ance() - >pl ace() for the visible widget.

2. Hash the ByteRange
si gnature()->external ()->prepare('sha256') returns the prepared PDF bytes, the
byt e_r ange tuple, and the digest of the covered bytes.

3. Build the signing request
Si gner : : prepar e() turns that digest and the signing certificate into a Si gni ngRequest , and
Si gner : : si gnat ur ePayl oad() renders it as the DER SET OF signed attributes (RFC 5652 section
5.4).toArray() andfronmArray() carry the request across a queue or a second HTTP request, with an
optional HMAC key.

4. Sign remotely
The key service signs the payload bytes and returns the raw signature. Nothing else about the document
crosses that boundary.

5. Assemble and inject
Si gner: : bui | dFr oni gnat ur e() rebuilds the same attributes, verifies the signature against them, and
emits the detached CAdES. si gnat ur e() - >ext er nal () - >appl y() writes it into the reserved
/ Contents.

Difference from EQ75

Example EO75 covers the case where a provider returns a complete CMS and the library only injects it, with a
simulated payload that does not verify. Here the CMS is built locally around a signature made elsewhere, so the
output is a real signature that a validator checks. The remote signer is simulated in-process with

openssl _si gn() over the bundled demo key, standing in for an HSM, a KMS, or a signing service.

Notes

® The bundled certificate exanpl es/ dat a/ cert/tcpdf. crt is self-signed, so a viewer reports a valid
signature from an untrusted signer. Sign with a CA-issued certificate for a trusted chain.

® PAJES-BASELINE carries the signing time in the / Mentry, so the CMS signing-time attribute is omitted; the
profile decides this through the Conf i g passed to both halves.

® A B-T or higher profile requires a timestamp client and transport in bui | dFr ontSi gnat ur e(), and a larger
reserved placeholder.

Run Modes

® CLI default: save mode writes both prepared and signed files under t ar get / .
® CLI explicit: php exanpl es/ EO84_si gnature_two_phase_cns. php save orrender.
® \Web: append ?node=save or ?node=r ender .
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